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DETAILED ACTION 

Response to Arguments 

1 . Applicant's arguments filed 6/24/2009 have been fully considered but they are 
not persuasive. 

In response to applicant's arguments with regards to claims 1,8, 14 and 20 with 
regards to the combination of Fichet and Hendricks not teaching "protecting said first 
authorization data at said master headend". As it can be clearly seen, Fichet teaches 
the broadcast center which is interpreted as the headend having conditional access 
system partially located in it. As it can be clearly seen in Fig. 2, element 42 is 
associated with multiplexer 4 which makes up part of the broadcast center. As it is also 
seen in col. 7, lines 14-22, the ECM is encrypted in encrypting unit 42 and transmitted 
to multiplexer 4. From this, it can be clearly seen that Fichet teaches the steps of 
encrypting the authorization data at the headend. Fichet does not teach the concept of a 
master and a local headend but Hendricks was brought in to cover this limitation in Fig. 
1 , 202, 208 col. 6, lines 27 - 40 col. 8, lines 20 - 49, col. 9, lines 1 6 - 24. 



Claim Rejections - 35 USC § 103 

2. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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3. Claims 1 - 20 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Fichet, patent number: US 7 092 729 B1 in view of Hendricks, US 7 207 055B1 . 

Fichet teaches: 

As per claim 1, A method of providing access protection in a digital television 
distribution system (Fig. 1 is of a conventional digital television system that has access 
protection systems 15 and 16), comprising: defining first authorization data (Entitlement 
control message(ECM), col. 7, line 15) associated with content services (programs, col. 
6, line 10), (ECM, this is a message sent in relation with one scrambled program, col. 7, 
lines 15- 16); protecting said content services (Programs transmitted by the system 
(multichannel system, col. 5, line 58) are scrambled at the multiplexer 4, col. 6, lines 1 0- 
1 1 ); protecting said first authorization data ( In this unit( referring to unit 46 attached to 
multiplexer 4), an ECM is generated, encrypted, col. 7, lines 19-22); and generating 
digital transport 

stream data from said protected content services and said protected authorization data 
(the multiplexer 4 recieves electrical signals comprising... encrypted ECMs from the 
second encrypting unit... The multiplexer scrambles the programs and transmits the 
scrambled programs, the encrypted EMMs and the encrypted ECMs, col. 7, lines 31 - 
42) for transmission to each said at least one local headend (The receiver/decoder 
receives the broadcast signals, col. 7, line 43). 
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Fichet does not teach content being transmitted to a local headend by a master 
headend. 

In an analogous art, Hendricks teaches content being transmitted to a local headend by 
a master headend (Fig. 1 , 202, 208 col. 6, lines 27 - 40 col. 8, lines 20 - 49, col. 9, lines 
16-24) 

Therefore, it would have been obvious to one of ordinary skill in the art to modify Fichet 
by including a local headend as described in Hendricks' transmission system, for the 
advantages of maximizing the use of bandwidth by distributing programs based on 
regions and by being able to further customize the content being sent to viewers. 

As per claim 2, The method of claim 1 , further comprising: defining second 
authorization Data (Fichet: Entitlement Management Message (EMM), col. 8, line 14) 
associated with said digital transport stream data (Fichet: The multiplexer 4 scrambles 
the programs and transmits the scrambled programs, the encrypted EMMs and the 
encrypted ECMs as electric signal to broadcast system, col. 7, lines 34 - 42); and 
multiplexing said second authorization data with said digital transport stream data 
(Fichet: the multiplexer 4 scrambles the programs and transmits the scrambled 
programs, the encrypted EMMs and encrypted ECMs, col. 7, lines 34- 36) 

As per claim 3, The method of claim 1 , wherein said first authorization data comprises 
first entitlement management messages (Fichet: access criteria, The control word and 
the access criteria are used to build an entitlement control message(ECM), col. 7, lines 
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4 -13) configured to authorize set-top boxes for viewing said content services(Fichet: 
Access criteria... thus getting the rights to watch every channel inside those bouquet, 
col. 7, lines 4 -13), and wherein said step of protecting said content services comprises 
encrypting(Fichet: scramble, col. 6, line 11) said content services. 

As per claim 4, The method of claim 3, wherein said step of protecting said first 
authorization data comprises: generating at least one service in response to 
said first entitlement management messages(Fichet: access criteria are used to build 
an Entitlement Control Message, col. 7, lines 14-15; to build is seen here as a service); 
and encrypting said at least one service to generate encrypted service data(ECM is 
generated and encrypted, col. 7, lines 21). 

As per claim 5, The method of claim 4, further comprising: defining second entitlement 
management messages (Fichet: control word, col. 7, line 1) configured to authorize 
receiver circuitry of each said at least one local headend for decrypting one or more 
services (Fichet: the control word is generated internally and enables the end user's 
integrated receiver/decoder to descramble the program, col. 7, lines 1-3) of said 
encrypted 

service data; and multiplexing said second entitlement management messages 
with said digital transport stream data(Fichet: the multiplexer 4 scrambles the programs 
and transmits the scrambled programs, the encrypted EMMs and the encrypted 
ECMs(control word and access criteria), col. 7, lines 31 -42, col. 7, lines 21-22). 
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As per claim 6, The method of claim 5, further comprising: modulating a carrier with 
said digital transport stream data (Fichet: demodulator 252 for receiving and 
demodulating the broadcast signal, col 12, lines 17-18, broadcast signal is the signal 
that contains the program, col. 7, lines 43-44; the programs had to be modulated at a 
point for it to get demodulated); transmitting said carrier (Fichet: The EMM is then 
transmitted in the broadcast signal for reception by the receiver/decoder 13, col. 12, 
lines 13-15) to each said at least one local headend via a shared distribution medium 
(Fichet: transmission of data are of course possible, such as cable transmission, col. 5, 
lines 44 - 47); demodulating said carrier at each said at least one local headend to 
recover said digital transport 

stream data (Fichet: the demodulated signal is passed to the demultiplexer 254, which 
separates the various components of the signal, col. 12, lines 16 -25) ; and decrypting 
one or more services (Fichet: Demultiplexer/Descrambler Fig. 7, block 254) of said 
encrypted service data in response to said second entitlement management 
messages(Fichet: control word for descrambling of data, col. 6, line 16). 

As per claim 7, The method of claim 6, further comprising: modulating a second carrier 
with said digital transport stream data (Fichet: the MPEG-2 stream is decompressed 
and translated into a video signal, col. 7, lines 55 - 56); and transmitting said second 
carrier over a cable transmission path to set-top boxes (Fichet: into a video signal for 
onward transmission to a television set 14, col. 7, lines 55-56; transmission of data are 
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of course possible, such as cable transmission, col. 5, lines 44 - 47, television having a 
receiver/decoder integrated therein, col. 5, line 57). 



As per claim 8, An apparatus for providing access protection in a digital television 
distribution system(Fig. 1 is of a conventional digital television system that has access 
protection systems 15 and 16), the apparatus comprising: a first conditional access 
system (encrypting unit 42, col. 7, line 20) for defining first authorization 
data(Entitlement control message(ECM), col. 7, line 15, the access criteria and the 
control word are transmitted to the second encrypting unit 42, in this unit, an ECM is 
generated, col. 7, lines 14-22) associated with content services(programs, col. 6, line 
10) (ECM, this is a message sent in relation with one scrambled program, col. 7, lines 
15- 16); a first encryption unit, for encrypting said content services(Programs 
transmitted by the system (multichannel system, col. 5, line 58) are scrambled at the 
multiplexer 4, col. 6, lines 1 0-1 1 ); a second encryption unit(unit 42, Fig. 2), for 
encrypting said first authorization data( In this unit( referring to unit 42 attached to 
multiplexer 4), an ECM is generated, encrypted, col. 7, lines 19 -22); and a multiplexer 
for multiplexing said encrypted content services and said encrypted first authorization 
data to generate digital transport stream data (the multiplexer 4 recieves electrical 
signals comprising... encrypted ECMs from the second encrypting unit. ..The 
multiplexer scrambles the programs and transmits the scrambled programs, the 
encrypted EMMs and the encrypted ECMs, col. 7, lines 31 - 42) for transmission (The 
receiver/decoder receives the broadcast signals, col. 7, line 43) over a shared 
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distribution medium (transmission of data are of course possible, such as cable 
transmission, col. 5, lines 44 - 47). 

Fichet does not teach content being transmitted to a local headend by a master 
headend. 

In an analogous art, Hendricks teaches content being transmitted to a local headend by 
a master headend (Fig. 1 , 202, 208 col. 6, lines 27 - 40 col. 8, lines 20 - 49, col. 9, lines 
16-24) 

Therefore, it would have been obvious to one of ordinary skill in the art to modify Fichet 
by including a local headend as described in Hendricks' transmission system, for the 
advantages of maximizing the use of bandwidth by distributing programs based on 
regions and by being able to further customize the content being sent to viewers. 

As per claim 9, The apparatus of claim 8, further comprising: a second conditional 
access system (Fichet: SAS 30, col. 8, line 1) for defining second authorization 
data(Fichet: Entitlement Management Message (EMM), col. 8, line 14, SAS 30 which 
imply modification to or creation of Entitlement Management Messages, col. 8, line 1) 
associated with said digital transport stream data(Fichet: The multiplexer 4 scrambles 
the programs and transmits the scrambled programs, the encrypted EMMs and the 
encrypted ECMs as electric signal to broadcast system, col. 7, lines 34 - 42); where 
said multiplexer multiplexes said second authorization data with said digital transport 
stream data(Fichet: the multiplexer 4 scrambles the programs and transmits the 
scrambled programs, the encrypted EMMs and encrypted ECMs, col. 7, lines 34- 36) 



Application/Control Number: 10/762,972 
Art Unit: 2425 



Page 9 



As per claim 10, The apparatus of claim 8, wherein said first authorization data 
comprises first entitlement management messages (Fichet: access criteria, The control 
word and the access criteria are used to build an entitlement control message(ECM), 
col. 7, lines 4 -13) configured to authorize set-top boxes for viewing said content 
services (Fichet: thus getting the rights to watch every channel inside those bouquet, 
col. 7, lines 4 -13). 

As per claim 11, the apparatus of claim 10, further comprising: a second multiplexer 
for multiplexing said first entitlement management messages with control data to 
generate at least one service (Fichet: The access criteria and control word are 
transmitted to the second encrypting unit 42 via the linkage 46. In this unit, an ECM is 
generated, col. 7, lines 19 -21); where said second encryption unit encrypts said at 
least one service to generate encrypted service data (Fichet: In this unit(42) the ECM is 
generated, encrypted and transmitted o to the multiplexer, col. 7, Iines21 -22). 

As per claim 12, The apparatus of claim 1 1 , further comprising: a second conditional 
access system(Fichet: SAS 30, col. 8, line 1) for defining second entitlement 
management(Fichet: Entitlement Management Message (EMM), col. 8, line 14, SAS 30 
which imply modification to or creation of Entitlement Management Messages, col. 8, 
line 1 ) messages configured to authorize receivers of each said at least one local 
headend for decrypting one or more services of said encrypted service data(Fichet: 
Access criteria... thus getting the rights to watch every channel inside those bouquet, 
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col. 7, lines 4 -13) wherein said multiplexer multiplexes said second entitlement 
management messages with said digital transport stream data(Fichet: the multiplexer 4 
scrambles the programs and transmits the scrambled programs, the encrypted EMMs 
and the encrypted ECMs(control word and access criteria), col. 7, lines 31 -42, col. 7, 
lines 21-22). 

As per claim 13, The apparatus of claim 8, wherein said shared distribution medium 
comprises at least one of a satellite link, a terrestrial broadcast link (terrestrial 
broadcast, col. 5, line 45), a fiber distribution medium, and the Internet. 

As per claim 14, A digital television distribution system (Fig. 1 is of a conventional 
digital television system), comprising: transmitting television signals over a shared 
distribution medium (cable transmission, col. 5, line 46), comprising: a first conditional 
access system(encrypting unit 42) for defining first authorization data(Entitlement 
control message(ECM), col. 7, line 15, the access criteria and the control word are 
transmitted to the second encrypting unit 42, in this unit, an ECM is generated, col. 7, 
lines 14-22) associated with content services(programs, col. 6, line 10) (ECM, this is a 
message sent in relation with one scrambled program, col. 7, lines 15- 16); a first 
encryption unit for encrypting said content services(Programs transmitted by the system 
(multichannel system, col. 5, line 58) are scrambled at the multiplexer 4, col. 6, lines 1 0- 
1 1 ); a second encryption unit(Unit 42, Fig. 2) for encrypting said first authorization data( 
In this unit( referring to unit 42 attached to multiplexer 4), an ECM is generated, 
encrypted, col. 7, lines 19 -22); a multiplexer for multiplexing said encrypted content 
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services and said encrypted first authorization data to generate digital transport stream 
data(the multiplexer 4 recieves electrical signals comprising... encrypted ECMs from 
the second encrypting unit... The multiplexer scrambles the programs and transmits the 
scrambled programs, the encrypted EMMs and the encrypted ECMs, col. 7, lines 31 - 
42); and a modulator for modulating a carrier with said digital transport stream 
data(demodulator 252 for receiving and demodulating the broadcast signal, col 12, lines 
17-18, broadcast signal is the signal that contains the program, col. 7, lines 43-44; the 
programs had to be modulated at a point for it to get demodulated); receiving said 
television signals from a satellite(Fig. 1 , 12), said receiver comprising: a 
demodulator(Fig. 7, 252) for demodulating said carrier to recover said digital transport 
stream data; and a decoder(Smartcard 48... the daughter smart 48 controls whether 
the end user has the right to decrypt the ECM and to access the program, col. 7, lines 
43-57) for decrypting said first authorization data. 

Fichet does not teach content being transmitted to a local headend by a master 
headend. 

In an analogous art, Hendricks teaches content being transmitted to a local headend by 
a master headend (Fig. 1 , 202, 208 col. 6, lines 27 - 40 col. 8, lines 20 - 49, col. 9, lines 
16-24) 

Therefore, it would have been obvious to one of ordinary skill in the art to modify Fichet 
by including a local headend as described in Hendricks' transmission system, for the 



Application/Control Number: 10/762,972 Page 12 

Art Unit: 2425 

advantages of maximizing the use of bandwidth by distributing programs based on 
regions and by being able to further customize the content being sent to viewers. 

As per claim 15, The system of claim 14, wherein said master headend further 
comprises: a second conditional access (Fichet: SAS 30, col. 8, line 1) system for 
defining second authorization data(Fichet: Entitlement Management Message (EMM), 
col. 8, line 14, SAS 30 which imply modification to or creation of Entitlement 
Management Messages, col. 8, line 1) associated with said digital transport stream 
data(Fichet: The multiplexer 4 scrambles the programs and transmits the scrambled 
programs, the encrypted EMMs and the encrypted ECMs as electric signal to broadcast 
system, col. 7, lines 34 - 42); where said multiplexer multiplexes said second 
authorization data with said digital transport stream data(Fichet: the multiplexer 4 
scrambles the programs and transmits the scrambled programs, the encrypted EMMs 
and encrypted ECMs, col. 7, lines 34- 36). 

As per claim 16, The system of claim 14, wherein said first authorization data 
comprises first entitlement management messages (Fichet: Access criteria, col. 7, lines 
4 -13) configured to authorize set-top boxes for viewing said content services (Fichet: 
Access criteria... thus getting the rights to watch every channel inside those bouquet, 
col. 7, lines 4 -13). 

As per claim 17, The system of claim 16, wherein said master headend further 
comprises: a second multiplexer for multiplexing said first entitlement management 
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messages with control data to generate at least one service(Fichet: The access criteria 
and control word are transmitted to the second encrypting unit 42 via the linkage 46. In 
this unit, an ECM is generated, col. 7, lines 19 -21); where said second encryption unit 
encrypts said at least one service to generate encrypted service data(Fichet: In this 
unit(42) the ECM is generated, encrypted and transmitted o to the multiplexer, col. 7, 
Iines21 -22). 

As per claim 18, The system of claim 17, wherein said master headend further 
comprises: a second conditional access system (Fichet: SAS 30, col. 8, line 1) for 
defining second entitlement management messages(Entitlement Management 
Message (EMM), col. 8, line 14, SAS 30 which imply modification to or creation of 
Entitlement Management Messages, col. 8, line 1) configured to authorize said 
decoder of said local headend for decrypting one or more services of said encrypted 
service data(Fichet: Access criteria... thus getting the rights to watch every channel 
inside those bouquet, col. 7, lines 4 -13) wherein said multiplexer multiplexes said 
second entitlement management messages with said digital transport stream 
data(Fichet: the multiplexer 4 scrambles the programs and transmits the scrambled 
programs, the encrypted EMMs and the encrypted ECMs(control word and access 
criteria), col. 7, lines 31 - 42, col. 7, lines 21-22). 



Application/Control Number: 10/762,972 Page 14 

Art Unit: 2425 

As per claim 19, The system of claim 14, wherein said shared distribution medium 
comprises at least one of a satellite link, a terrestrial broadcast link (Fichet: terrestrial 
broadcast, col. 5, line 45), a fiber distribution medium, and the Internet. 

As per claim 20, An apparatus for providing access protection in a digital television 
distribution system(Fichet: (Fig. 1 is of a conventional digital television system that has 
access protection systems 15 and 16), the method comprising: means for defining first 
authorization data(Fichet: the access criteria and the control word are transmitted to the 
second encrypting unit 42, in this unit, an ECM is generated, col. 7, lines 14-22) 
associated with content services(Fichet: programs, col. 6, line 10) (Fichet: ECM, this is 
a message sent in relation with one scrambled program, col. 7, lines 15- 16); means for 
protecting said content services (Fichet: Programs transmitted by the system 
(multichannel system, col. 5, line 58) are scrambled at the multiplexer 4, col. 6, lines 10- 
1 1 ); means for protecting said first authorization data (Fichet: In this unit( referring to 
unit 42 attached to multiplexer 4), an ECM is generated, encrypted, col. 7, lines 19 -22); 
and means for generating digital transport stream data from said protected content 
services and said protected authorization data for transmission over a shared 
distribution medium (Fichet: the multiplexer 4 recieves electrical signals 
comprising... encrypted ECMs from the second encrypting unit... The multiplexer 
scrambles the programs and transmits the scrambled programs, the encrypted EMMs 
and the encrypted ECMs as electric signals to broadcast system 54 which may be for 
example the satellite system shown in Fig. 1, col. 7, lines 31 -42). 
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Fichet does not teach content being transmitted to a local headend by a master 
headend. 

In an analogous art, Hendricks teaches content being transmitted to a local headend by 
a master headend (Fig. 1 , 202, 208 col. 6, lines 27 - 40 col. 8, lines 20 - 49, col. 9, lines 
16-24) 

Therefore, it would have been obvious to one of ordinary skill in the art to modify Fichet 
by including a local headend as described in Hendricks' transmission system, for the 
advantages of maximizing the use of bandwidth by distributing programs based on 
regions and by being able to further customize the content being sent to viewers. 



Conclusion 

4. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 .136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to OLUGBENGA O. IDOWU whose telephone number is 
(571)270-1450. The examiner can normally be reached on Monday to Friday, 7am - 
5pm Est. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Brian Pendelton can be reached on 571 272 7527. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



/Olugbenga O Idowu/ 
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